Postfix, Dovecot, CyrusSASL and MySQL  Mail Server

Authentication Proccess

1.- To check support type for SASL in Postfix run: postconf -a

2.- postconf -m for mysql (maps)
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Postfix checks in MySQL for:


virtual_mailbox_maps


virtual_alias_maps


The above parameters are specified in Postfix’s main.cf configuration file.





Postfix (MTA) checks CyrusSASL for user authentication; a user is granted permission to relay mail upon successfully being authenticated.





Dovecot (MDA) checks Mysql using dovecot-sql.conf  for user authentication; a user is granted permission to retrieve mail in his/hers mailbox upon successfully being authenticated.





CyrusSASL uses MySQL through the axuprop plug-in to retrieve passwords from the database for the specified e-mail account.





 Postfix must be built with support for MySQL, CyrusSASL  and OpenSSL





Postfix configuration files:


1.- main.cf


2.- virtual_alias_map.cf


3.- virtual_mailbox_map.cf





Dovecot configuration files:


1.- dovecot.conf


2.- dovecot-sql.conf





CyrusSASL  configuration files:


1.- smtpd.conf


2.- sample.conf (for test purpose)








